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1. Subscription Workflow
1.1. Set Up Subscription Flow

1) Payer select the package to subscription

2) Platform request to Phapay for generate Qr

3) Phapay response QR string to Platform

4) Platform display QR for scanning

5) Payer scans and accepts the condition from the bank
6) The bank will return data to success to payer

7) The bank will notify to Phapay with authCode

8) Phapay will notify to Phapay with authCode as well

Phapay

@ select package to subscription

® Request to generate QR

@ Response QR sring

@ Display QR

@ Scan accept selact account

@ Response Subscrioption conceted

@ Notify Subscrioption conceted with authCode

@ Notify Subscrioption conceted with authCode

Image 01: Set Up Subscription Flow
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1.2. Debit Subscription Flow

1) Phapay calculate the subscription date and request a debit subscription to bank
2) The bank will notify a subscription success to Payer

3) The bank will notify a subscription success to Phapay

4) Phapay will notify a a subscription success to Platform

Eank
Payer Flatfrom Phapay

i @ calulate debitdate and request debit with authCode

' @ Response Subcription Success

@ HMotify Subscrioption Subscoess

@ Motify Subscrioplion Success

Image 02: Debit Subscription Flow

1.3 Cancel Subscription Flow (Cancel Subscription through API)

User need to cancel then requests to Platform

-_—

)
2) Platform receive a request then send to Phapay with authCode
3) Phapay will make a request to Bank for confirming cancel subscription
4) After success bank will response to Phapay
5) Phapay will response to Platform with success cancel
6) Platform will show cancel success
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Phapay

@ Request for a unSubscription

@ Request for a unSubscription

e Mfeeeeeeennaas

@ Make a request for cancel subscription

@ Response success

@ Response cancel sucessfully

@ Response cancel sucessfully

Image 03: Unsubscription through API

1.4 Cancel Subscription Flow (Subscription through Bank App)

1) Payer open app bank and cancel subscription

2) The bank will notify to Phapay for confirming
3) After confirming success bank will response cancel success to Payer

4) Phapay will notify to Platform with success cancel subscription

Phapay

@ Request for a unSubscription

@ Notify unSubscription

@ Send authCode to confirm

@ Response unSubsription Success

@ Response Unsubscription success

® Response Unsubscription success

Image 04: Unsubscription through Bank App
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2. Configuration

2.1 Registration

Go to https://portal.lailaclab.la/ and make a Registration and Make a KYC and
Platform will get the secret key after the KYC is approved by Phapay. You can
access it on the web portal under the "Key Management" menu.

_L:h:ﬂ <> Developer Document © Switch to Development Mode & credit: 181,006 LAK SE e o Q g lengleevaja@gmail.com [e3

PHA PAY
Key Management

|/~ Dashboard Public key
The public key is designed for use in generating tokens directly from customer browsers via JavaScript. This key
is intended to be publicly accessible and can be safely exposed to external environments.

ayment History
a $2b$10$0ZBN9cdnaNThFNsOVkOHaeratdCVwuzvC/dYLgzXb1eZUHAJ)9ufO
[ Claim

@ Refund
Secret key

O Key Management The secret key is a highly confidential code used to manage customer accounts, credit cards, and financial

o transactions. It safeguards sensitive information like account balances and protects against unauthorized access.
ogs
< In production, it handles real-world transactions and data, emphasizing the importance of its security.

£ Settings
$2b$10$10SRs919rM5atsn70hMOJuEOSRf..hISb MOAWQSKUpwIAEtee6ZHi

o Staff Management

< Policy

# Contact Us

3.1.0

Image 05: Key Management
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https://portal.lailaolab.la/

2.2 Subscription set up webhook

Platform must configure a subscription set up webhook for receiving data
response when the user accepts the condition from the bank for subscription. go
to web portal https://portal.lailaolab.la/ after login go to settings > webhook >
Subscription set up menu then add you

\\m <> Developer Document @ Switch to Development Mode & credit: 0 LAK SE mov N a lengleevaja@gmail.com

PHA PAY

Payment Webhook ~ Subscription Set Up  Subscription Webhook

|~ Dashboard

Set the Subscription Payment

Set UP Webhook Url is used for connect Subscription Payment you will receive user authCode after user accept the conditional from bank

28 Staff Management

Payment History

ﬁ Claim Endpoint URL
@ Refund https://example.com/
©+ Key Management beccription

ogs escription...

Log D P
e
$ Policy )
# Contact Us

3.1.0 Cancel

Image 06: Set up Subscription webhook
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https://portal.lailaolab.la/

2.3 Subscription webhook

Platform must configure a subscription webhook for receiving data from
Phapay after debit subscription successfuly or cancel subscription
successfuly, go to web portal https://portal.lailaclab.la/ after login go to
settings > webhook > Subscription Webhook menu then add platform’s
subscription url

{\.‘i <> Developer Document © Switch to Development Mode & credit: 0 LAK SEE e v N & lengleevaja@gmail.com

PHA PAY

Payment Webhook Subscription Set Up Subscription Webhook

| Dashboard

Set the Subscription Webhook Url

Subscription webhook URL is used to receive data after the subscription is created

& Staff Management
Payment History
B ceim Endpoint URL

® Refund https://example.com/

©Or Key Management

Description
J Logs Description...
< Policy %
# Contact Us
31.0 Cancel

Image 06: Subscription webhook
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https://portal.lailaolab.la/

3. Connect subscription Payment

3.1 Generate QR

To make a payment through the Bank Platform, it is necessary to create a QR
String for connecting the bank to use the Mobile Bank app to scan and make the

connection

URL : https://payment-gateway.lailaolab.com/v1/api/

subscription/generate-bcel-gr

Method : POST

HEADER: secretKey: <PLATFORM_SECRET_KEY>

1) Request body

Table 01: Generate QR request body

Field Type Description
maxAmount Number | Number Max amount to be created for a transaction
subscriptionDate Date The subscription date "YYYY-MM-DD"
resubscriptionDays Number | Number of days for resubscription (ex:30 for 30 days or a
month)
description String | A description of the transaction or purpose
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https://payment-gateway.lailaolab.com/v1/api/subscription/generate-bcel-qr
https://payment-gateway.lailaolab.com/v1/api/subscription/generate-bcel-qr

2) Example Generate code

const handleSubmit = async (e) => {
e.preventDefault();
setIsLoading(true);
const payloadData ={
maxAmount: 1000,
subscriptionDate: '2025-02-12', // recommend to use the currently date
resubscriptionDays:30, // 360 days ,60 days,90 days,
description: "This is test subscription”,
}
Const config = {
headers: {
secretKey: SECRET_KEY, // Platform secret key

}s
}

try {
const response = await axios.post(  ${URL} ,payloadData,config);

if (response.status === ) {
setIsLoading(false);
console.log("Response"”, response?.data);
setQrCode(response.data?.qrCode);

}

} catch (error) {
console.error("Error", error);
setIsLoading(false);

}

Code 01 : Example generate QR code
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3) Response data
Table 02: Response Generate QR Data

Field Type Description
message String Message to tell that generate QR successfully
transactionld String Unique identifier for the transaction
qrCode String The QR string of the transaction
link String | Deep link to access to each bank's app

4) Example generate QR response data

{
"message": "SUCCESSFULLY",

"transactionId": "cla286f3-c5f8-48fc-94a0-6ebb7a5489e8",

"qrCode":
"https://api.qrserver.com/vl/create-qr-code/?size=200x200&ecc=H&data=00020101021233
980004BCELO1180NEPAYSUBSCRIPTION®216mch679ae2c0al87d0320SBDMQTGMVMSRUVQUZOLYO406RUL
E-50510830306201552047299530341858021L.A624602102030-06-01050410000820TAITTIVQEKRIZZ]

UFMIR6304DABB",

"link":
"onepay://qr/00020101021233980004BCELO1180NEPAYSUBSCRIPTION@®216mch679ae2c0al87d0320
SBDMQTGMVMSRUVQUZOLY®406RULE-5051083030620155204729953034185802LA624602102030-06-01
050410000820TAITTIVQEKRIZZIUFMIR6304DABB"

}

Code 02 : Example generate QR code Response Data
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3.2 Set Up Subscription Success

When the user scans QR code and accepts the condition from the bank for
subscription, Phapay will return data to the webhook in (2.2) that configured above with
method POST and when platform get this then return with status 200 for success

1) Response data

Table 03: Set Up Subscription Response Data

Field Type Description
message String Message to tell that subscription connected successfully
status String Status to tell that subscription is connected
transactionld String Unique identifier for the transaction
authCode String User is connected subscription with this code
time String | The time that user connected successfully

2) Example subscription connected response data

message: 'SUBSCRIPTION_CONNECTED_ SUCCESSFULLY',
status: 'SUBSCRIPTION CONNECTED',
transactionId: 'a8d014d4-6657-4c10-8314-39f2b59¢c+396"

authCode: 'FOURDOLBONAE ',
time:"2025-02-12 14:54:45"

Code 03 : Subscription Connected Response Data
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3.3 Debit Subscription Success

When debit subscription successfully Phapay will return data to the webhook in (2.3) that
configured above with method POST and when platform get this then return with status
200 for success

1) Response data

Table 04:Debit Subscription Response Data

Field Type Description
message String Message to tell that subscription connected successfully
status String Status to tell that subscription is completed
transactionld String Unique identifier for the transaction
authCode String User is connected subscription with this code
time String | The time when debit subscription successfully

2) Example Debit subscription response data

message: 'SUBSCRIPTION_SUCCESSFULLY',
status: 'SUBSCRIPTION SUCCESS',
transactionId: 'a8d014d4-6657-4c10-8314-391f2b59cf396",

authCode: 'FOURDOLBONAE',
time: '2025-02-12 14:54:45'

Code 04 :Debit Subscription Response Data
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3.4 Cancel Subscription With Bank App

When the user cancel Subscription or unsubscription from the bank app Phapay will will
return data to webhook in (2.3) that configured above with method POST and when
platform get this then return with status 200 for success

1) Response data
Table 05: Cancel Subscription

Field Type Description
message String Message to tell that unsubscription successfully
transactionld String Unique identifier for the transaction
authCode String User is connected subscription with this code
status String Status to tell that subscription is canceled
time String | The time when debit subscription successfully

2) Response data

message: 'CANCEL_SUBSCRIPTION_SUCCESSFULLY',
status: 'CANCEL',
transactionId: 'a8d014d4-6657-4c10-8314-39f2b59cf396"',

authCode: 'FOURDOLBONAE',
time: '2025-02-12 15:38:06'

Code 05 : Cancel Subscription Response Data
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3.5 Cancel Subscription With API

1) Cancel subscription
In case platform need to handle cancel or unsubscription for user thought Phapay API
Url : https://payment-gateway.lailaolab.com/v1/api/subscription/cancel-subscription
Method: POST
HEADERS: secretKey: <PLATFORM_SECRET_KEY>

2) Request body

Table 06: Cancel Subscription Request body

Description

authCode String User is connected subscription with this code

3) Example code

const cancelSubscription = async () => {
const data = JSON.stringify({
authCode: 'HBUNOGJ3YOSOC',
3
const config = {
headers: {
secretKey: KEY,
'Content-Type': 'application/json',
}s
}s

try {
const response = await axios.post(  ${CANCEL_URL} , data, config);

if(response.status === )
console.log("res:::",response?.data)
}
} catch (error) {
console.error('error:', error.message);

}
b

Code 06 : Cancel Subscription Response Data
4) Response Data
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https://payment-gateway.lailaolab.com:8000/v1/api/subscription/cancel-subscription

Table 06: Cancel Subscription Response Data

Field Type Description
message String Message to tell that unsubscription successfully
transactionld String Unique identifier for the transaction
authCode String User is connected subscription with this code
status String Status to tell that subscription is canceled
time String | The time when debit subscription successfully

5) Response data

message: 'CANCEL_SUBSCRIPTION_SUCCESSFULLY',
transactionId: 'a8d014d4-6657-4c10-8314-39f2b59cf396"',
authCode: 'FOURDOLBONAE',

status: 'CANCEL',
time: '2025-02-12 15:38:06'

Code 07 : Cancel Subscription Response Data
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